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1. Purpose of this document

This document describes the client side of the Secure FTP solution. It contains both prerequisites and
guidelines on how to use it.

1.1. Prerequisites

In order to connect to the Secure FTP Solution, some prerequisites must be in place:
- An FTP client which supports explicit FTPS and user certificates.
SmartFTP is a functional client, which Steria has used during the implementation and
test phases. The configuration of this client will be explained in detail in appendix A.

- A valid OCES certificate issued by DanID, which can either be a personal certificate,
an employee certificate or a company certificate.

1.2. Conventions

The following conventions are used:
- File- and path names are written in bold

- Other names are written in italic

2. Generic configuration
- The protocol of the client should be set to use FTP over SSL, Explicit mode.
- An OCES certificate should be chosen as the used login credentials.

- As the username and password are not used, any will do. Note here, that anonymous
login is fine, but not sending the information will result in an error.

3. Usage

3.1. Inbound files for a Backend System / Business Service

- Connect to the server using the generic configuration description from section 2 and
login informations from Appendix B — Connection and login information.

- Change directory (cd) to relevant Backend System / Business Service.
- In this directory, either

- Upload the file for the Backend System / Business Service. The filename must be
unique, as it will be used as your transaction ID (FTPTransactionlD).
Note that as soon as the upload has finished, the file will be moved for processing.
This might yield an error if the client tries to check the file size, but this error can
safely be ignored.

or

- create a directory corresponding to your transaction ID (FTPTransactionsID).
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- In this directory, create a directory called in.

- Upload the file for the Backend System / Business Service to the in directory.
See note above about uploading a file.

- Shortly hereafter, you can find a status file in the /out directory (in the root folder,
which can be found one step out (cd ..) from your login directory if you’re using a
employee or company certificate — or in your login folder if you’re using a personal
certificate). This /out directory will contain a file called status_<requested
service>_<FTPTransactionID>.xml which contains information on whether the file
was successfully delivered to the Backend System / Business Service or an error
occurred. A status file will be exposed for download in these three scenarios:

- File has been sent to requested Backend System / Business Service.
- Requested Backend System / Business Service has successfully accepted the file.
- An error has occurred.

- The /out directory should be polled regularly for further responses from the Backend
System / Business Service. These will likewise be accompanied by a status file.

3.2. Outbound files from a Backend System / Business Service

When a Backend System / Business Service sends outbound files, these will also be placed in /out. It
should be noted that for company- and employee certificates these files will then be available for all
certificates of that company. Due to this fact, extra care should be taken when deleting files, as these
company messages will be deleted for all other certificate holders within that company as well.
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S. Appendix A — SmartFTP configuration

The SmartFTP client can be downloaded from http://www.smartftp.com. A default installation should
be performed.

Configuration in SmartFTP:

- Go to the Favorites/Edit Favorites window.

& smartFTR
File View Tools | Favorites | Window Help
Address b+ [a) ke ©7 Edit Favarites.., Ctrl+E > a -
=3 Predefined Favorites 3 I
=3 Quick Connect 3
|@] SmartFTP - FTP
| SmartFTP - FTPS

Figure 1 Edit favorites

- Click Favorite/New/Favorite.

Favorites
Favorite | Edit View Tools
Connect Cirl+8 i 111 M |
F Create Shortout - I x Ma
Tew k| [® Folder Ins &
-
|0]  Eind Favorite |@] Favorite .
nd
Ll

Figure 2 Create new favorite

- Under General specify a favorite connection. The connection will be identified by
what is written in Name. It is important to choose FTP over SSL Explicit as Protocol,
and to choose Anonymous as Login Type.
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LI
lﬁ Files
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-3 Speed Limits
" Filkers Server
E S“‘:“E Protocal IFTP over 551 Explicit Ll
erformance
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- i Inkegrity
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-4 Connection ; :
HG e Timezane I.t\utomatlc ﬂ
E" FIR ~Login
E% Transfer ;
<) Compression Login Type Innonvmous Ll
%FXP. Usernane I
E¢ Connection
:’ keep Alive Password I
@ ssLms
'.13 Prooey
o= Bocbooarl

Figure 3 SmartFTP favorites settings

- Go to FTP/Connection/SSL/TLS. Make sure that the following options are set:

=%, General
{3 Local

-5 Transfer

----- [y Files

lﬁ Auko Rename
41} File Exists
-3 Speed Limits
----- " Filters

m Quele

----- B Performance
----- {jl Prioriky

----- i Inkegrity

----- 28] ASCII | Binary
I';'Ie'_', Canneckion

i '.E} Priosoy

=¥ FTP

E% Transfer
3 Compression

Conneckion
W keep alive

) 5aLjTLS

& SSL/TLS

x|

r—Conkrol Connection

Control Connection

Show server cert warning

IPrivate [Secure)

IEnabIe

KA | KX

Shows a warning if the cert provided by the server is not trusted,

i~ Data Connection

File: TransFer

Lisk Transfer

IPrivate [Secure)

IF‘rivate {secure)

Client Certificate

IEnabIe

=
M
|

Cert Manager |

Moke; Some servers reject the connection iF no client cert is provided,
Although most of them do nok verify the client cert For validity.,

Create Cerl

d

Figure 4 SmartFTP certificate setup

- Note that Show server cert warning should be set to enable in a production system.
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- Click the Cert Manager button to manage certificates in SmartFTP.
- If no valid DanID OCES certificate exists in the manager, click Import....
- Follow the guide, choosing your own DanID OCES certificate.

- When the certificate is imported successfully, it should appear in the Personal tab.
Close the certificate manager and choose the OCES certificate next to the Create Cert
button.

Intended purpose:

Personal IOther Penple | Intermediate Certification Autharities | Trusted Root Certificatior_Y [+]

Issued To | Issued By | Expiratio. .. | Friendly Mame |
Test MiCESL TOZ OiZES Systemtes,,,  20-03-2011  <Mone=
Testpersu:un 280275.., TOC OCES Systemtes,..  22-04-2011  <Mone=

Export, .. | Remoye advanced... |

rCertiFicate intended purposes |

Figure 5 Installed certificates

Click OK to close the properties dialog.
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6. Appendix B — Connection and login information

Test system (until 1. of January 2010):

IP address of the Gateway server:
secureftpgatewaytest.skat.dk (195.85.251.85)

Port number on the Gateway server for inbound FTP connections:
6371

Port range on the Gateway server for inbound FTP data connections:
35000 - 35010

Login:
Any username/password or anonymous.

Certificate:
Use a valid OCES certificate; either personal, employee or company.

Production system (from 1. of January 2010):

IP address of the Gateway server:
secureftpgateway.skat.dk (195.85.251.102)

Port number on the Gateway server for inbound FTP connections:
6371

Port range on the Gateway server for inbound FTP data connections:
35000 - 35100

Login:
Any username/password or anonymous.

Certificate:
Use a valid OCES certificate; either personal, employee or company.
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7. Appendix C - Description of status file

One purpose of the status file is to inform what has occurred to the uploaded file. If the

client has made a mistake, the status file will hold information of the error and what action needs to be
taken to resolve it. Likewise, if a system error occurs or if the file flow has completed successfully, the
client will be informed accordingly. Secondly, the client will receive a status file whenever a Business
Service has finished a file transfer, containing details on whether this is a reply or not, and which files

have been made available.

The status file contains information identifying the specific transaction to the client:

The called service, the selected transaction ID, the uploaded file name, the SKAT transaction ID and
the time of the status file. The format of the status file is detailed in the appropriate XSD
[status_file.xsd].

The elements in the status files are:

filename Name of the uploaded file by the client. Can in theory be
omitted if status file is for an outbound file that is not a
response to a previously uploaded file.
FTPTransaktionsld Unique transaction ID as specified by the client
SKATTransaktionsld Unique transaction ID generated by the system
timestamp Timestamp of the status file
status.code Status code. Can either be OK or ERROR
service Requested backend system
response filename List of files exposed to the client. This will only be be
included if status file is for one or more outbound files.
error error.code Unique code for a specific error
eIror.message Description of the error
error.resolution | Description of a possible solution
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